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Definitions

Artificial 
Intelligence

Machine 
Learning

Deep Learning

Modelling of human 
rationality and thinking

Data driven decision 
making without explicit 
rule-making
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Intelligent programming

Data

Rules

Traditional 

programming
Answers

Answers

Data
Machine Learning Rules
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Intelligent programming

Machine Learning

Unsupervised 

Learning

Supervised 

Learning

Reinforcement 

Learning
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What is the problem with traditional audits?

Problem

Traditional audit approach

Sample based testing

Anomaly detection happens 

based on predefined rules

Hard to react to the dynamic 

environment

With AI, automated testing of the entire population is possible, so there are 

no random items left out

AI is able to adapt to the data, constantly learns from it, is able to draw new 
conclusions

The picture is much more nuanced, with AI it is possible to analyze following a 
risk based approach and find anomalies e.g. transactions that differ from the 
behavior of the data set (unusual payments)

Solutions utilizing AI

reasoning &
judgement

Big Data
Discovering patterns for non-

linear interdependencies
Effective anomaly 

detection
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Research to automate control deficiencies

• Objective was to identify interrelations amongst control deficiencies in 
order to predict which controls may result in exceptions for a random 
audit

• Collected hundreds of audit reports with IT and compliance related 
control deficiencies

• Structured the findings into data tables

• Built up a hybrid model (deep learning, boosting, collaborative filtering)

• Tested the model
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Research to automate control deficiencies

Audit reports
Collaborative filtering 

(recommendation engine)

RecommendationsSupervised Learning

Evaluation
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Practical example

Functional 
department 

System in 
scope

Audit type Controls to be 
tested

Finance SAP ISO 27001 Cryptography

Finance SAP ISO 27001 Access
Management

Finance SAP ISO 27001 Change 
Management

Collaborative filtering 

(recommendation engine)

Controls to 
be tested

List of control 
deficiencies

Cryptography Use of obsolete 
cryptographic keys

Access
Management

Privileged level users

Change 
Management

Secure software 
testing

Model #1 Model #2

Model #3 Model #4

Control deficiency Control effectiveness

Decision making
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Research to automate control deficiencies

Random

Model #1

Model #2

Model #3

Random

Model #1

Model #2

Model #3
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Research to automate control deficiencies

Accuracy         Precision           Recall             F1 Score         AUROC           AUPRC

Simple Hybrid
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Research to automate control deficiencies

Training

Test

Number of samples used for testing
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Conclusion

• There is an interrelation among control deficiencies that could be learnt 
by a machine

• If the machine analysis historical data collected in the past, it can give 
a quite accurate prediction on which controls may need a deeper 
examination or there is a potential deficiency (prior to fieldwork)

• The machine also can help perform quality assurance of audit work

• Auditing controls may totally be audited in the future?



Presentation title
[To edit, click View > Slide Master > Slide Master]

14© 2021 Deloitte Hungary

Thank you!
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